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STATION ORDER 3301.1

From: cCommanding General
Tot Distribution List

Subj: ANTITERRORISM BESPOMSE PLAN (ARF)

Ref: {a)] MCO 3302.1B
1] Stad 3501.1

Encl: (1] ARP for WNormal Conditions
2] ARP for THREATCON Alpha
13] ARPF for THREATCOM Brawo
td4] ARP for THREATZOW Charlie
15] ARP for THREATCOMN Delta

1. Eurpase. To establish security measures for Che protection of
arine Corps Air Station Miramar (MCAS) personnel and operaticnal
assets.

2. Information. The potential for terrocrist threatz necessitates
the establishment of the Antiterrorism Response Plans {ARPs)
contained in enclosures (1) through (5). These plans provide
security for personnel, eqguipment, and facilities. The RRP"s alsc
designate action to be taken by station elements bt increase the
level of security as the threat of terrorism targeting this
installation increases.

3. Actign. Commanding QOfficers, Directors, Officers In Charge,
and Department Heads will comply with enclosures [l through (5)
and ensure personnel under their cognizance are familiar with the
contents of this Order.

i. Concurrence. The Commanding General, 3d Marine Bircraft Wing,
and the Commanding Qfficer, Marine Aircraft Group 46 concur with
the provisions of this drder.

DISTRIBUTION: A
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HESFELS B

ARP FCOR NOBMAL CONDITIONS

1. HNormal Conditions. No indications of terrorist activities
targeting U.5. military personnel or facilities in the geographlc
area. Actions to be taken are as follows:

a. Assistapt Chief of Staff [(AC/S) G-1. Task the Postal
officer to ensure adegquate training for pestal and MCAS Miramar
headquarters personnel concerning letter bombs, mail screening
procedures, and emergency actions in response To suspicious
packages received via the U.5. Mail.

. Assistant igf of Staff (AC =3

{1} Task the Training Division with the following
requirements:

{al] Monitor avatlability of antiterrorism schooling.

{b) Disseminate information concerning avallable
antiterrcorizsm achools.

le) Conduct/coordinate on-site antiterrorism schools as
reguested.

12) In monjunction with the Provost Marshal, schedule MCAS
Miramar antiterrorism and counterterrorism drills listed as in
paragraph 1di14) below.

o. Haval Criminal Ipvestigative Service

i1} Conduct annual threat assessments of MCAS Miramar.

{2} Assist departments/units in conducting Operations
Security (OPSEC) training as regquired.

(3] Coordinate MCAS Miramar antiterrorism/counterterrorism
plans with civilian law enfercement agencies To ensure the timely
receipt of information concerning terrorist activities, as wall as
mutual support plans.

{4) Provide periodic briefingsfintelligence assessments to
the Commander, Marine Corps Alr Bases WestCern Area and Commanding
General, 3d MAW.

ENCLOSURE {1}
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d. Prowvost Marshal

{11 Recommend the establishment of the appropriate
terrorist THREATCON level to the Commanding General when necessary.

(2} Conduct routine security patrols of MCAS Miramar.

(34 Conduckt routine security operations on the flight line
area.

(47 Conduct mission-oriented training on a regqular basis to
ensure adequate readiness of security elemants.

i5] Conduct periodic response planning for bomb Chreats,
hostage negetiations, antlterrorism, and counterterrorism
operations

|8} Prowvide Terrorism Awareness training o
departments/units as reguired.

{77 Per reference lal, organize and convene an installation
Physical Security Council.

{B] Identify Mission Essential Vulnerable Areas [MEVAS]
aboard the installationm in order to enhance securibty of these
areas commensurate with the threat condition. The MEVAS will be
designated in writing and approved by the Commanding General, MCAS
Miramar. A list of these MEVAS will be maintained by the Provost
Marshal and will be classified "For Cfficial Usa Only."

(9) Obtain and maintain any specialized equipment required
to combat the terrorist threat such as Special Reaction Team [SRT)
eguipment, lights/mirrors for veblcle under carriage inspecticns,
portable metal detectors, and similar devices.

(107 In conjuncticn with the Maval Criminal Investlgative
Service (NCIS), maintain liaison with leocal, state, and federal
authorities on matters pertaining to a coordinated rasponse to
gecurity threats and other mutual physical security/terrorism
issues.

{11} Par reference (a), be prepared to initiate Random
Antiterrorism Measures (RAMS) using selected security measures from
threatcon charlie in order to deny a terrorist surveillance team
the cpportunity to accurately predict security actions throughout
threatcons alpha and bravo.

{12] Be prepared to institute station-wide

countersurveillance measures to detect attempts by subversives to
conduct surveillance of station and 3d MAW operations.

ENCLOSURE (1)
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(13} Per reference (a), in conjunction with the G-3, be
prepared to notify higher headguarters when the THREATCON level
changes or an actual terrorist incident occurs.

(14] Conduct an annual antiterrorism exercise as set forth
in reference (a).

(15} Im conjunction with ECD, provide safe haven/refuge for
in-transit DoD shipments when contacted by the Military Traffic
Management Qffice (MTMD) .

[16] Ensure that antiterrorism protective features and
other physical security measures are included in the planning and
design of military construction and special projects.

[17) Flightline Security under normal threat conditicns
wWill be optional for Automated Entry Contrel System [(RECS),
[dentification (ID) lewvel, Vehicle control, and Entry Control
Points (ECPs3).

e, 3d Maripne Bircraft Wing (MAH]

(1) Be prepared to augment the Provost Marshal's Office
Wwith persennel for use in anti/counterterrorizsm operaticns as
required.

{2) Coordinate with the Prowost Marshal wia the 3d MAW
Force Protection Qffice within G-3 to establish procedures for the
employment and training of SAF personnel.

[3) Assistant Chief of Staff (ACS5), G-2: coordinate alert
center intelligence support as necessary. Ensure [(ATACSUM)
antiterrorism alert center summaries are disseminated in a timely
manner coordinated with NCOIS personnel.

f. Headgquarters and Headquarters Sguadron (HQHQROM) . Per
reference (b}, establish a Security Augmentation Force [SAF) for
use in anti/counterterrorism operations and coordinate with the
Frovost Marshal involving their training and assignment.

g. i Explosiv Ch). FProvide
Explosive Awarensess training and support as requested. Ensure
X-RAY/SIED [Suspected Improvised Explosive Device) unit are able to
be emploved immediately when needed.

ENCLOSURE (1)
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BARP FOR THREATCON ALPHR

1. THREATCOM Alpha. This condition applies when there is a
general threat of possible terrorist activity against MCAS Miramar
and/or its personnel, the nature and extent of which are
unpredictable, and when the circumstances do not justify full
implementation of the measures of THREATCON Bravo. However, 1t may
be necessary to implement certain selected measures from THREATCCN
Bravo, as a result of intelligence received, or as a deterrent.

The measures in this THREATCON must be capable of being maintained
indefinitely.

a. All DepartmentsSUnits

{1} Ensure all measures during normal conditions are in
effact.

(2] Reemphasize bomb threat procedures.
(3] Reemphasize Operations Security (OFSEC) for awareness.

{4} Conduct random ldentification checks of perscnnel
entering key facilities.

{5} Review reference (a) for any further action deemed
appropriate.

(6] Ensure compliance with all applicable TREATCON Alpha
measures.

b, Assistan igf of Staff {A =3

{1} Motify all elements of MCAS Miramar and appropriate
headquarters units that THREATCON Alpha has been set and receive
acknowledgments.

(2] Provide staging areas for all personnel/equipment
deploying from or returning to MCAS Miramar. Coordinate security
requirements with the Provost Marshal.

c. Classif rial Cont nter (CMCC} Custodian.
Maintain a current read folder of all classified terrorist threat
messages for review by appropriate personnel.

d. Publ Works Officer

(1} Prepare mobile lighting units for emplacement arcund
key facilities.

ENCLOSURE (2}
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(2] Prepare plans to restrict parking near key facilities
and for alternate parking of privately owned wehicles away from the
flightline area in coordination with the Provest Marshal.

(3) Provide support to MCAS Miramar element=s in meeting any
special needs for barriers to regulate access andfor provide safety
buffer zones from facilities determined to be at risk.

(4] Coordinate with MWSS units for use of heavy eguipment
lights, etc... for use as necessary.

e. HNav imj Live Service

(1) Eeep the local law enforcement agencies adwised of all
developments.

(2) Coordinate and provide support to the FBI in the event
that agency assumes jurisdiction over a terrorist incident.

f. Public hffairs Officer. Publish an educational series of
articles concerning terrorism im the station newspaper, informing
the public in a general sense that increased security measures are
being implemented.

q. Staff Judge Advocatbe (5JA]

(1) Provide continuing advice regarding compliance with
eXlsting laws and regulations.

(2] Provide other legal services as requlred.

h. Frovost Marshal

(1) Flightline security under THREATCOMN Alpha.

[al The Automabed Entry Control System (RECS] is
required Lo be ackive.

(b} Tha ID lewel will reguirs personnel to swipe a
card. The use of a Personal Identification Number (PIN)] and photo
are aptional.

[c} It will be reguired that wehicles on the flightline
be limited to essential use only.

{d} If the RECS is inoperable, the Entry Control Points
(ECPs] are required to be manned continuously.

ENCLOSURE (2]
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i. Commapding General, MCAS Miramar. Declare threat
eonditions (THREATCON's) and implement appropriate security
measSuIes.

1. THREATCON Measures
(1] Measure 1

(a} Brief all persgnnel on the current threat
condition, and those measures enacted to increase security. Remind
all duty personnel including family members, to be especially alert
for suspleicus or unusual activities, particularly strangers
carrying suitcases or other containers, packages, and vehicles.

{b] Conduct unit-level training on terrorism awareness.

(c) Be alert for unidentified vehicles on, or in the
vicinity of U.$. installations, units or facilities.

{2] Measure 2

{a) Keep key personnel {CD, 3DO or appeinted personnel]
who may be needed to implement security plans on call. Personnel
having access to security plans for evacuatling or sealing off
buildings and/or areas in use, must be available at all times if an
explosion or attack occurs.

(b} Ensure duty perscnnel have knowledge of, and access
to emergency plans for immediate evacuation of buildings and
grounds in use, as well as plans for cordoning and sealing off
Areas.

{c] Establish on-call duty roster of heavy eguipment
cperators. ALl sff-duty heavy equipment operators Wwill report
their destination and expected time of return to the military
police desk sergeant prior to leaving thelr listed recall address.

(3] Measura 3. Secure all buildings, rooms, and storage
areas nokt in daily use.

[4} Measure 4. Provest Marshal's Cffice will:

{a) Increase security spot checks of vehicles and
persons entering the installation and nonclassified areas,

(b} Conduct random identification spot checks of

passenger (5] and commercial wehicle occupants gaining access to the
installation, using predetermined criteria for wvehicle selection.

ENCLOSURE (2}
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fc) With or without Military Working Dog (MWD)
assistance, daily Commanding General administrative wehicle
inspections will be conducted at random times and locations, using
predetermined criteria for wvehicle selection.

rdy Physically inspect license plates affixed to
vehicles entering the installation.

el Wisuwally check ldentification card, drivers license
and/or vehicle registration card of all passenger wehicles and
commersial btruck drivers, and the identification card of wehicle
occupants and pedestrians, to include joggers and bicyelists,

(9} Measure 5. The Provost Marshal's Office will limit
installation access points for wehicles and personnel,
corresponding with a reasonable traffic flow,

(6] Mgasure 6. npply one of the following measures from
THREATCON Brawve individually and randomly as a deterrent:

[a} AL the beginning and end of each workday, and at
reqular and frequent intervals, inspect the interior and exterior
of buildings in regular use for suspiclous packages or activity.

(bl Check all deliveries to dining facilities, clubs,
etc., and advise family members to check all home deliveries.

[z} Increase surveillance of domestic accommodations,
Child Development Center, dining facilities, c<lubs, and other "soft
Largets™ to improve deterrence and defense.

{7) HMgasure 7. BReview all plans, orders, personnel
details, and leogistics reguirements related to the introduction of
a higher THEERTCON.

(2] Measure 8. HReview and implement security measures for
high-risk perscnnel; e.q., direct the use of inconspicucus body
Armor.

19 Measure 9

{a] Prowvost Marshal's Office will notify and consult
with local authorities onm the threat conditistis in effect at the
installation, and continue to exchange intelligence. Jurisdiection
and command and control issues should be agreed upon and exercised
between WNaval Criminal Investigative Service (NCIS), the Federal
Bureau of Investigation (FBI) and local agencies.

ENCLOSURE (2)



Htad 3301.1
1. 7Fg 1999

ib] The Commanding General and key staff will review
the installation contingency plans.

{10 Measure 10, Establish counter surveillance in areas
likely to be targeted by hostile elements, place barriers in a
ready position near gates and sensitive buildings, where they may
be required to block, delay or channelize hostile actions.

EMCLOSURE (2]
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ARRF FOR THREATCON BREAVO

1. THREATCON Bravo. This condition applies when an increased and
more predictable threat of terrorist activity exist. The measures
aof the THRERTCON must be capable of being maintained for weeks
without causing undue hardship, without affecting operational
capabilities, and without aggravating relations with local
authorities.

a, Department/Units

(1] Implement all measures for THREATCON Alpha.

{2} Formulate plans for posting armed guards at key
facilities. Coordinate these security plans with the Provost
Marshal and advise when requirements exceed personnel assigned.

[3) Identify these personnel to be issued small arms and
ammunition in the event a higher threat condition is reguired and
forward their names to HQHQRON.

(4] Review reference [a) for any further action deemed
appropriate,

{5) Ensure compliance with all applicable TREATCON Bravo
Mmedsures.

b. 3d Marine Rircraft Wing. Formulate plans for posting armed
gquards in key greoup/squadron areas and on the flighline areas.

Coordinate these security plans with the Provost Marshal via the 3d
MAW Force Protection Officer.

c. Ahssistant Chief of Staff (AC/S) G-3

1) Motify all alements of MCAS Miramar that THREATCON
Bravo has been set and receive acknowledgments.

(2] Restrict Remaln-Over-Night (RON} landings of military
aircrafr to U.5. military airfields.

d. Assistant Chief of Staff [AC/S} G-4

{1} stock and maintain sufficient meals and water Co
provide food services in the event of damage to the dining
facility, prolonged power outages, or water service interruption.

[2) Be prepared to provide meals for personnel whose duties
preclude attendance at the dining facility.

ENCLOSURE [3)
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(3} Ensure Station Ordnance coordinates security measures
with the Provost Marshal.

i4) Be prepared to issue small arms ammunition to HOHQRON
ALmOTY .

@, HAggistant Chief of Staff [AC/S] G-&

{1} Establish plans for the rapid restoration/repair or use
af alternate services in the event essential communicaticns are
dizrupted.

(2} Arm the communications watch officer in the Joint
Communications Center. Ensure the Duty Communications Clerk is
issued an M-9 pistol and thirty (30} rounds from the Station
AEMOCY -

f. Provost Marshal

|1} Increase randem checks of wehicles entering/parking in
or adjacent the flightline restricted area.

(2] Increase Military Pollce wehicle patrols in parking
areas in the flightline restricted area, adjacent to hangars and
key facilities.

{3} Increase physical security checks of key facilities
after normal working hours.

[4) MWD Explosive Detector teams check the exterior of
wehicles in the parking lots immediately adjacent to headquarters
and other semsitive bulildings.

{5} Flightline Security under THREATCON Bravo.

[a) The Automated Entry Control System [AECS} is
required to be active.

(b} The 1D Level will require persocnnel to swipe a card
and use a PIN. The photo 13 optional.

{c] It will be required that vehicles on the flightline
be limited to essential use only.

(d) 1f the AECS is inoperable, the ECPs are required to
be manned continucously.

ENCLOSURE (3)
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ARFP FCR MNORMAL COMDITIONS

1. MNormal Copnditions. Mo indicaticns of terrorist activities
targeting U.5. military personnel or facilities in Che gecgraphic
area. Actions ko be taken are as follows!

a. Asgsistant Chief of Staff (AC/S} G-1. Task the Postal
Officer to ensure adequate training for postal and MCAS Miramar
headguarters personnel concerning letter bombs, mail screening
procedures, and emergency actions in response to susplcious
packages received via the U.5. Mail.

b. Assistant Chief of Staff (AC/S) G-3

(1) Task the Training Division with the following
reguirements:

{a] Monitor availability of antiterrorism schooling.

{b] Disseminate information concerning available
antiterrarism schools.

(o) Conduct/feoordinate on-site antiterrorism schools as
requested.

{21 In conjunction with the Provost Marshal, schedule MCAS
Miramar antiterrorism and counterterrorism drills listed as in
paragraph 1d{14} below.

c. MHaval Criminal Jpvestigative Seryice

(1) Cenduct annual threat assessments of MCAS Miramar.

(2] ASsist departments/units in conducting Operations
Security (OPSEC] training as required.

{3} Coordinate MCAS Miramar antiterrorism/counterterrorism
plans with civilian law enforcement agencies to ensure Lhe timely
receipt of information concerning terrorist activities, as well as
mutual support plans.

(1] Provide periedic briefings/intelligence assessments to
the Commander, Marine Corps Air Bases Western Area and Commanding
General, 3d MAW.

ENCLOSURE (1)
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n. THREATCON Measures

1) Measure 11. Repeat Measure 1 and warn personnel of any
other form of attack te be used by terrorists.

(2) Measure 12. Key staff members will continue
preparation for implementing antiterrorism centingency plans and
will remain on call.

{a} All Crisis Management Team [CMT} members, off-duty
Military Police, Security Augmentation Force, primary reaction
platcon personnel, and other members of the Crisls Management Force
[CMF} will report their destination and expected time of return to
the MP desk sergeant or other designated official prior to leaving
their listed recall address.

ib] If resources allow, assign a driver and/for military
police trained in protective service operaticns to the Station
Commanding General, General Officers, or other designated personnel
with greater terrorist target value.

{c) The Provost Marshal shall conduct a periodic recall
af the Spacial Reaction Team (5RT].

{3) Measure 13. Check plans for implementation of the
measures in the next higher THREATCON.

(1) Maas=ure 14. Mowe cars and objects such as crates,
trash containers, etc., at least 25 meters from buildings of a
sensitive or prestigious nature, if possible., Consider the use of
centralized parking.

{5} Measure 15. Regularly inspect and secure all
buildings, rooms, and sterage areas net in use.

&) Measure 16, Inspect the interior and exterior of
buildings, in normal use for the presence of suspicious cbjects and
packages at regular and frequent intervals at the beginning and end
of each workday.

{71 Measure 17. Examine all incoming mail for letter or
parcel bomb devices.

{B}) Measure 16. Inspect all deliveries tTo dining
fFacilirties, clubs, ete.

{a] Conduct random checks of package deliveries hrought
into service areas by designated personnel and employees.

EHCLOSURE ({3)
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by Advise military dependents to check all home
deliveries, and report all suspicious letters/packages.

[c] Military police search all commercial wvehicles
entering the installation, and compare wehicle contents with bills
of lading or other manifest decuments.

(9] Measure 19. Increase surveillance of domestic
accommodations, dining facilities, clubs, BEQ's and other "soft
Largets.”

[a) Military police MWD teams shall conduct a
walking patrol of the installation housing area perimeter fence
line, and establish regular patrcls in the flightline restricted
area.

(b} The Commanding General will implement regulations
prohibiting the carrying of parcels into exchanges, clubs, and
ather designated buildings, except for specific circumstances and
through designated buildings and doors.

(=] Signs indicating the new regulations should be
conspicususly posted at the selected sites, buildings and daors.

(10} Measure 20. To prevent rumors and unnecessary alarm,
brief organizational staff and dependents of the general situation.

{11) Measure 21. Inform members of local security
committees of any actions being taken and reason, at a primary
stage.

(121 Mgasure Z2. FPhysically and wisually inspect all
visitors to the unit, to include suitcases, parcels, and other
containers.

{a] Commanding Officers will reduce authorized access
points of all buildings under their cognizance, implement random ID
checks at all building entrances, and physically inspect handbags,
briefcases, and parcels of all visitors.

(b} Commanding Officers will implement 100 percent
identification card checks at buildings which are, or contain, high
value targets.

{c] Rll wvisitors will be physically inspected by
security personnel and escorted; "official visiters" may be
exempted. While issuing visitor passes MP will conduct a physical
inspection of wvisitors entering the installation, to include their
suitcases, parcels and other containers.

ENCLOSURE 3]
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(13) Measure 23. Randemly check vehicles, personnel, and
buildings. MP patrols will check rcads adjacent to the
installation’s perimeter fenceline, and report suspicious off-base
circumstances to the law enforcement agency with jurisdiction im
that area. Installation perimeter fencelines not accessible by
vehiclas should be checked on foot or by MWD teams.

{14) Megsure 24. In accordance with prepared plans,
protect off-base military perscnnel and military transport, Remind
off-base military personnel to lock their parked vehicles, and use
caution before entering and driving.

[15] Megasure 23

la) Implement additional security measures for
high-risk personnel.

ih] Utilize frost calls, station cable television and
disseminate information/directions such as civilian attire,
off-limits areas, alternate reporting times, elc.

{¢) Train and brief unit high risk personnel in
incident response and emergency aid procedures.

(16} Measure 2é. Brief personnel, who may augment the
guard force, on the use of deadly force and rules of engagement.

{17) Measure 27. Consult with local authorities on the
Fhreat and combined antiterrorism measures, as approprlate.

{al Per the installation's barrier plan, place
barriers at gates near sensitive buildings.

b} Support placed barriers with good observation.

(18) Measure 24. Provide increased security surveillance
af critical communications facilities/assets, ete...

{19) Measure 29. Reserved for spare measures as they may
OOCUE .

ENCLOSURE {3)
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ARP OR THEEATCON CHABLIE

1. THREATCON Charlie. This condition applies when an incident
ocours or when intelligence is received indicating that some form
of terrorist action against MCAS Miramar and personnel is likely.
Implementation of this measure for more than a short period will
probably create hardship and will affect the peacetime activities
of the installation, all units and its personnel.

a. Department/Units
(1] Implement all measures for THREATCON Alpha-Bravo.

[2) Ensure compliance with all applicable THREATCON
Charlies measures.

[3] Establish duress cord words. Units/security personnel
can use Chese words to indicate a possible hostage situation or
other problem.

(4] HReguest additional counter intelligence (CI} support to
further augment existing CI capabilities.

. W Marsh

(1} Recommend the establishment of terrorist THREATCON
Delta to the Commanding General when appropriate.

(2} Flightline security under THREATCON Charlie.
(a) The RECS is reguired to be active.

ib) The ID level will require personnel to swipe a
card, use a PIN and a phote ID will be used.

igl It will be required that wehicles on the flightline
be limited to essential use only.

id)] If the RECS is inoperable, the ECPs are required to
be mannoed continuously.

c. 2d Marine Adrcraft Wing. Assume responsibility for posting
armed guards within the Flightline Restricted Area.

d. Headguarters and Headguarters Sguadren. Issue night wvislon
devices to the Provost Marshal and airfield control tower personnel
to enhance security as reguired.

ENCLOSURE (4]
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e. Airfield Operations

(1) Post armed perscnoel in key airfield operation areas
and coordinate their employment with the Prowost Marshal.

(2) By use of expedient barriers, prohibit wehicle parking
from within 50 feet of the Airfield Operations Complex.

f. Public Works Officer

(1] Cogrdinate with the Provost Marshal regarding the
relocation of dumpsters away f[rom key facilities.

{2} Install lighting units with backup power generators at
key facilities. Designate someone to fuel the backup power
generators, and to refuel the generators when needed at the site.
The generators will be employed if electric power is interrupted.

(3) Establish designated parking area(s] away from key
facilities and institute shuttle bus service.

g. Station Explosives Ordnapce Disposal. Conduct a recall of
parsonnel and remain on an alert status for the duration of
THREATCON Charlie.

h. BAssistant C £f [(AC/S) G-4

{1) Issue food and equipment in suppert of antiterrorism
plans as requested by MCAS Miramar elements.

(?) Coordinate with the Defense Commissary Agency [DECAD
officer to secure operations at the commissary when directed.

1. Maripe Corps Community Services (MCCS)

{1} Secure operations at MCCS activities when directed.

12} Secure the sale of all alcohalic beverages at all
retail and club activities.

(3) Secure all moblle snack bar truck operations.

3. Off r in Charge, Branch linic. Conduct a recall
of medical personnel necessary to receive, transport, and treat
large numbers of casualties., <Ceoordinate with the Provest Marshal
for the employment of armed security personnel at the Branch Clinic
a5 appropriate.

ENCLOSURE (4)
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k. Public Affairs Officer. FPrepare informational news releases
for the news "media." Provide copies of information prior to
release to the station Security Manager for review/recommendations.
Felease the information to the news media only after approval of
the Commanding General, MCAS Miramar, and the Office of RAssistant
Secretary of Defense/Public Affairs (OAS D/P}; exception for the
latter being cases involving public safety.

1. THREATCON Measures

{1} Measure 30. Continue THREATCON BRAVD measures, or
introduce those measures still remaining.

{2) Measure 31. Keep all personnel are responsible for
implementing anti-terrorist plans at their place of duty.

(3] Measure 32. RAccess points will be limited to an
absclute minimum.

(4} Measure 33. Entry control will be strictly enforced
and a percentage of vehicles will be searched.

%) Measure 34. Enforce centralized parking of vehicles
away from sensitive buildings.

6] Measure 35. Weapons will be issued To guards, as
Marine Corps regulations prescribes the issuance of loaded weapons
to all personnel engaged ln law enforcement or security duties.

(7} Measure 36é. Increase patrolling of the installation.

{8} Measure 17. Protect all designated Mission Essential
vulperable Areas |MEVA’S] and Vulnerable Points (VP'5), glve
special attention to MEVA'S and VP'S outside of the installation.

[9) Meggsyre 38. Erect barriers and obstacles to control
traffic flow.

(10} Meagupe 39. Consult with local authorities priorc to
closing public and military reads which will make sites
increasingly wvulnerable to terrorist attacks.

{11) Measure 40. Complete emplacing all barriers listed in

the installation barrier plan, and have MWD teams conduct walking
patrols of selected installation barriers.

ENCLOSURE (4)
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ARF FGR THREATCOM DELTA

1. THREATCON Delta. This condition applies in the immediate area
where a terrorist attack has cccurred or when intelligence has been
received that terrorist action against a specific location 1is
imminent. MNormally, this THREATCON is declared as a locallzed
warning.

a, Departments/Units

{1} Implement all measures directed for THREATCON Alpha
through Charlie.

(2] Beview reference (a) for any further action deemed
appropriate,

{3] Ensure compliance with all applicable THREATCON Delta
measures.

b. Provesh Marshal
(1) Increase freguency of random perimeter patrols.
(2] Flightline Security under THREATCCN Delta.
[a) The AECS is reguired to be active,

(b] The ID level will require personnel to swipe a
card, use a PIN, and Photo ID.

tc} It will be required that wvehicles on the flightline
bhe limited to essential use only.

[d] The ECPs are required to be manned continuously
regardless Lf the AECS is operable or inoperable.

c. TH T Maasu

(1) Measura 4]. <Continue ¢r introduce thoSe measures
lizted for THREATCON Brawo and Charlie.

{2) Measure 42. Augment guards, as needed.

(3) Mgagure 43. All wehicles need Lo he identified on the
installation within operations or mizsion support areas.

{4} Measure 44. All wvehicles will be searched upon
entering the complex or installation, as well as their contents.

ENCLOSURE [5]
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[5) Measure 45. Conduct positive identification of all
personnel, and control all access.

{6y Measure d&6. Search all suitcases, briefcases,
packages, etc., brought into the complex or installation.

{7} Measure 47. Take measures to control access ta all
areas under the jurisdiction of the U.5. command or agency
concarned.

{B] Maasure 48. Conduct frequent checks of building
extericrs and parking areas.

(9] Meagure 49. Administrative journeys and visits need to
be minimized.

(10} Measure 50. Consult with local authorities concerning
closing public and/or military roads and facilities which will make
sites increasingly vulnerable to terrorist attacks.

(1L} Measure 51. Man posts as necessary to prevent attack
against vulnerable facilities owutside the base boundaries.

ENCLOSURE (5]



